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1 Konfigurere Citrix Web Interface med Buypass Code 2-faktor
autentisering.

1.1 Forutsetninger:

a. Admin-tilgang til Citrix Web Interface server.

b. Admin-tilgang til BP Code manager web site.

c. BPC GW er installert i nettverket og kan kommunisere med LDAP server pa TCP port
389 (Idap).

d. Servicekonto som skal brukes for & lese AD er opprettet.

e. Velg LDAP stien. Skal man bruke hele AD, bestemt OU eller flere OU’s?

f. BP Code RADIUS GW er installert og ngdvendig kommunikasjon mellom GW, Citrix
Web Interface, AD og Buypass backend servere er OK. Se dokumentasjon for BP
Code GW installasjon.

1.2 Fremgangsmate

2. Logg pa ditt brukersted med admin-bruker.
https://www.buypass.no/bpcode/merchants/ DINMERCHANTKODE/

Buypass Identifisering buypass

Identifiser med Buypass Code
n Brukernawvn®:
- Engangskode™:

2

3. Definer LDAP server og LDAP sti under meny LDAP.

G3— LDAP konfigurasjon
Logger

Administrasjon
Konfigurasjon

For brukersted:

LDAP URL:* Idap://10.0.0.1 ?
Radius feks, widap://dap.domene.non
Brukersted e ——— -
Brukernawn:* corp\bpcserviceuser ?
3 Passord:* [ —— 2
Pilogget:
Tel.nr. attribut:* mabile 1
Rolle:
App.id. attribut: ?
Superbruker PP, attribu
Beskrivelse: Lab AD ?
?

LDAP lockout varighet: 0
Long ut] Aktiv

= betyr at feltet m& vaere utfylt.
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LDAP sti(er).
=l Idap://10.0.0.1 corp\bpcserviceuser mobile Lab AD
Prioritet LDAP sti
1 basedn[ou=test,dc=corp,dc=contoso,dc=com({*}],filter[ {(samaccountname=#USER£)] x slett

| NyoApsi | Redwer | sl | Fvitopp | Fcinod |

Man kan definere en eller flere LDAP stier. Hvis man gnsker & liste alle undermapper sa
bruker man (*) bak siste dc=.

4. Definer RADIUS klient (Konfigurasjon = Radius = Ny konfigurasjon).
Skriv inn ip-adressen pa Citrix Web Interface, shared secret og en beskrivelse.

RADIUS konfigurasjon

IP-adresse:* 10.0.0.6 ?
Shared secret:* CITITETT Y ?
NAS identifikator: ?
NAS IP: ?
Tunnel group name: 7
Beskrivelse: Citrix Web Interface 6Flab 7

ilgj: i Valgt LDAPs
ldap://10.10.0.10 P ldap://10.0.0.1
ldap://139.112,151.196

* betyr at feltet ma vaere utfylt.

IP-adresse MAS identifikator NAS IP Tunnel group name Beskrivelse

= 10.0.0.6 Citrix Web Interface 6-i
LDAP URI Beskrivelse
Idap://10.0.0.1 Lab AD

| Rediger | slett
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Konfigurere Citrix Web Interface

5. Start Citrix Web Interface console, merk gnsket Web Interface site og klikk pa Authentication
Methods.

XenApp Web Sites

Site name [ Ste URL
XenApp http://xenapp 1.comp contoso.com/Citrix/XenApp
Configure Authentication Methods - XenApp 5]
Specify how users authenticate when logging on to the site.
o — | ]
B XenA |[] Passthrough
] Pass-hrough with smart card
Summ
it | [ Smart card

Name [ Anonymous

Fam1
XML Servic. = Not supported by XenDesktop.
XML port
Lo Note: You should configure your systemto supportyour selected authentication

1r@NSE  method(s) before enabling them. More...

Authenti
Aspertes e |
Available .

Resource Types and Client Deployment
Resource types Dual mode
Available clients Native client, Citrix offline plug-n

Actions
XenApp Web Sites

Create Site
View
|G Refresh

Help

XenApp - Edit Settings

Server Farms
Authentication Methods
Web Site Appearance
Secure Access
Resource Types

Client Deployment
Client-Side Proxy
Session Settings
Workspace Control

Site Maintenance

Preview Site

Help

6. Velg Two-Factor Authentication, endre til RADIUS og legg til ip-adressen til BP Code

RADIUS GW.

eroperies oot x
Two-Factor Authentication
Two-factor setting: |HADIUS VI

Authentication Type

o-Factor Authentication

'assword Settings

RADIUS authentication is enabled. Check the settings below:

Accourt Seff-Service RADIUS server addresses {in order):
Address
10.0.04
Add... o

™ Use the server list for load balancing
Bypass any failed server for:

Timeout period:

| Port Move Up I
Move Down |

I 1 3: I Hours > I
|30 53 ISeconds fad I
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7. Endre web.config filen som ligger under inetpub\wwwroot\citrix\din web site ved & fylle inn
value for RADIUS_NAS_IDENTIFIER - (i dette tilfellet er den kalt citrix).

:

‘%vl ~ Local Disk (C:) ~ inetpub ~ wwwroot ~ Citrix ~ XenApp ~ ~ 2 [ search xenap
Organize ¥ | |Open v  New folder [‘I
a . Name ~ Date modified Type
P Desktop G e e oy g
# Downloads oy o m web.config - Notepad 1
74l Recent Places © 9% Fle Edit Format View Help
Ju Cle <add "RESOURCE-ROOT:DTD" value="\conf" /> A
B Lbraries b cor <add RESOURCE-ROOT :ResourceFiles"” value="\Tlangu:
‘?; <add RESOURCE-ROOT:MPSClients” value="\clients"
|"%] Documents Ju htw <add RESOURCE-ROOT :wWizardLangFiles" value="\cli
o) Music <add RESOURCE-ROOT:WizardHelpFiles" value="\c1i:
ol 1 lan( <add RESOURCE-ROOT:WizardvediarFiles"” value="\cl
& Pictures iy <add LOG:EVENT_SOURCE" value="Citrix web Interf.
Videos = <add LOG:SITE_FILESYSTEM_PATH" value="C:\inetpul_|
| site <add LOG:EVENT_ID_FILE_SOURCE" value="/webInter-
= <add WIZARD_DEFAULT_REDIRECT_URL" value="/auth/:
8 Computer £ con <add " value="/radius_secret.” pKB8
- - <add \ citrix e ke
= <add value: >
€5 Network £ def <add AUTH:SERVER_ERROR" value="/html/servererroi pks
|| def h | A5
_lglol ll—] 2 Z ke
E} loading 05.08.2013 16:00 URL:HyperTextTra... 6KB
|_| loading.htm.default 05.08.2013 16:00 DEFAULT File 6KB
|_| rade.aspx 05.08.2013 16:00 ASPX File 2KB
CONFIG File
|| web.config.default 05.08.2013 16:00 DEFAULT File 12KB
|| web-adfs.confiq.default 05.08.2013 16:00 DEFAULT File 15KB

8. Sjekk at RadiusServers parameter i filen WeblInterface som ligger under
inetpub\wwwroot\citrix\din web site\conf er definert med riktig ip-adresse.

\J’vh. ~ Local Disk (C:) ~ inetpub ~ wwwroot ~ Citrix ~ XenApp ~ conf v m]Searduonf
Organize v :."]w v New folder = » [
¥ Favorites Name “ IDate modified IType Iﬁze
I Desktop |_| Admin.dtd 05.08.2013 16:00 DTD File 3k
9. Downlaads (SIS ) webinterface - Notepad =] 53
i RecentPlacs ©bendwid Fle Edt Format View Help
: @ bandwid [NDSContextLookupLoadbalancing=0ff -
4 Libraries # NDSContextLookupservers=[List of NDS servers, each startin™
[ Documents @ bandwid [# NDSTreeName=[NDS tree name for NDS logons]
& Music |7 bootstrz
(&5 Pictures - [overlayAutologonCredswithTicket=on
(=) Pictur L] bootstrg overri deIcac'I?entname:off
B videos [ config.c
- | CtxConr |passwor dExpirywarningpPeriod=14
0% Compuiter: cixsTa, [Persistrolderiocation=off
— " |# PNAChangePasswordvethod=Direct-only
@& K @ default [PooTledsockets=on
W Networ ~ |# preLoginMessageButton_<lang-code>=[Customized button text -
|| Machine |# preLoginMessageText_<lang-code>=[Customized message text fi
# PreLoginMessageTitle_<lang-code>=[Customized title text foi
|| NFuse.d -
PNAgen [# RADERequestvalidation=on
= RADESeSS10NnURL=auto

|7 RadeVal

|| Rade.dt |RadiusRequestTimeout=30
mm@hﬁm -

|| radius

|_| WeblInterface. conf.default 05.08.2013 16:00 DEFAULT File 8K
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9. Opprett filen radius_secret.txt under inetpub\wwwroot\citrix\din web site\conf med shared
secret som er definert under pkt 1.2.4.

Eksempel:

Q- = ~@l
Organize v  |Open v  Print New folder
¢ Favorites ez IDalE modfied |

Bl Desktop || Admin.dtd 05.08.2013 16:00

4 Downloads @ bandvidth, hich 05 NR 2013 16:00

ASE vens © bandwidth, =101, 5 16:00

" Fie Edit Format View Help

G Liares @ bandwidth, S | 013 16:00

B Documents @ banduidth, 1013 16:00

& Music 7] bootstrap 1013 16:01

=] Pictures || bootstrap. 1013 16:00

& videos | Config.dtd 013 16:00

| CtxConnIn 1013 16:00

P Computr || cxsTade |4 » ; 1013 16:00

G Network © default 05.08.2013 16:00

|| MachineControl.dtd 05.08.2013 16:00

|| NFuse.dtd 05.08.2013 16:00

|| PNAgent.dtd 05.08.2013 16:00

|_|Rade.dtd 05.08.2013 16:00

| 7| RadeValidationRules 05.08.2013 16:00

07.08.2013 14:22

10. Restart IIS p& Citrix Web Interface server.

11. For & logge p4, tast inn brukernavn, passord og BP Code passcode (6 siffer)

Citrix XenApp

Log on

User name: [s8
. Password:
o

PASSCODE;
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12. Bruker er palogget

2 Gitrix XenApp - Applications - Windows Internet Explorer
g@ A l@ http: //xenapp1.corp.contoso.com/Citrix/XenApp/site /default.asp: DEI | @ I |‘7| @ Citrix Xen#

Logged on as: user]

o)

Notepad

Hint: Click Disconnect to pause any running resources started from this computer.  (X)

13. Det logges ogsa i BP Code manager

07.08.2013 ACCESS _GRANTED userl User authenticated CN=u=erl, OU=Test, DC=corp,
14:40:35 DC=contoso, DC=com and MAS Citrix Web Interface &6-
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