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1 Konfigurere Check Point med Buypass Code 2-faktor
autentisering.

1.1 Forutsetninger:
a. BPC GW er installert i nettverket og kan kommunisere med LDAP server pa TCP port
389 (Idap).
b. Servicekonto som skal brukes for & lese AD er opprettet.
Oversikt over ip-adresser for BP Code GW, PoA (Point of Access).
d. Velg LDAP stien. Skal man bruke hele AD, bestemt OU eller flere OU’s?

o

1.2 Fremgangsmate

2. Logg pa ditt brukersted med admin-bruker.
https://www.buypass.no/bpcode/merchants/ DINMERCHANTKODE/

Buypass Identifisering buypass

Identifiser med Buypass Code

Brukernavn®:

& Engangskode®:

it

3. Definer LDAP server og LDAP sti under meny LDAP.

Oversikt og varslin
Hendelsesloag
Auditeringslos

LDAP konfigurasjon

Administrasjon

Brukere * Idap: .168.171. ? <= i
Brukersted URL fEkjp“d/::';flczspldsu:e::rnlunl5 IP addr. til LDAP server/domene kontroller
Administrator = — . . . Y
Konfigurasjon Brukernavn bpe_sve_ldap : ¢ Service konto med lese tilgang til LDAP/AD
Passord:* CITTTTYTIT] ? og passaord
Tel.nr. attribut:* mobile 7 et Attribut  LDAR/AD
23logget: App.id. attribut: 7
— Beskrivelse: LDAP BPLABOL 7 i i
UPERUSER \owr lockout varighes: o . ¢ Beskrivelse for enklere oversikt hvos flere
“or brukersted: Aktiv
fe Reandans T T
* hetyr at feltet ma vasre utfylt.
“Loag ut]
LDAP sti(er).
URL Brukernavn Tel.nr. attribut App.id. attribut  Beskrivelse
- ldap://192.168.171.15 bpc_svc_ldap mobile LDAP BPLABO1
Prioritet LDAP sii
1 basedn[ou=Users,cu=BPCode,dc=BPLABD1,dc=local(*)] filter[samAccountName=#USER#] * slett
3 basedn[ou=Users2,ou=BPCode,dc=BPLABD1,dc=local(*)] filter[samAccountName=#USERS #] x slett
2 basedn[ou=Users2,ou=BPCode, dc=BPLABO1, dc=local(*)] filter[samAccountName=#USER%] * slett

Man kan definere en eller flere LDAP stier. Hvis man gnsker & liste alle undermapper sa
bruker man (*) bak siste DC= (i vart eksempel ,dc=local(*))
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4. Definer RADIUS Klient (Konfigurasjon > Radius > N

Oversikt oq varslin
Hendelsesloag
Auditeringslos

Administrasjon
Brukere IP-adresse:*

RADIUS konfigurasjon

Brukersted
Administrator Shared secret:* sssensenne ?
Konfigurasjon
T NAS identifikator: 2
CoiE NAS IP: 2
. Beskrivelse: CheckPoint R75.30 ?
Pélogget:
Tilbake
Rolle: = betyr at feltet m& vasre utfylt.

Oversikt og varsling
Hendelsesloag
Auditeringslogg

Administrasjon
Brukere

RADIUS konfigurasjon

1P-adresse NAS identifikator NAS IP
Brukersted
Administrator
Konfigurasjon
LDap
Radius * 192.168.171.37
# 152.168.171.1
Palogget:

5. Logg pa Check Point SmartDashboard.

6. Definer ny Host for BP Code GW.

192.168.171.1 - Check Point SmartDashboard R7

g8 & E

=R anti-Yirus

=
ERcERB

ElE".. Metwork Objects

Query Objects, .,
Impork. ..

Sark Tree L4

192.168.171.1 ? ¢

y konfigurasjon).

LAN ip til CP

Shared secret

<=

Beskrivelse

<=

Oversikten viser informasjon brukerstedet trenger for § sette opp en RADIUS-klient for autentifisering med henhold

Beskrivelse

MS UAG 2010
CheckPoint R75.30

Skriv inn navn pa Host, IP-adresse og beskrivelse, og klikk OK.

Host Node - BuypassCodeGW

HE

B General Proy Host Node - General Properties
- Topology

NAT Machine

Other

N armne: IEuypassCodeGW

IP Address: [192.168.171.24 Resobve from Name

Color: |l Black -

Comment:  [BPLABEPCOY

Froducts:

E Canfigure Servers.
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7. Klikk pa “Servers and OPCSEC Applications” (1). Hayre klikk pd RADIUS og velg New
RADIUS (2).

File Edit Yiew Managr R

E--Iib} Servers and OPSEC Applic.
E‘E Servers

8. Fyllinn: Name, Comment, velg Host fra pkt 6, velg service "UDP NEW-RADIUS”, skriv inn
shared secret fra pkt 4, velg RADIUS Ver.2.0 og PAP. Klikk OK.

[ RADIUS Server Properties - BPC-RADIUS @lﬂ1
Name: BPC-RADIUS
Comment: BPC Radius server
Caolor: . Black -
Host: [ Buypasscodi
Service: UDP NEW-RADIUS -

Shared Secret: sesses

Version: [HA.DIUS Ver. 2.0 Compatible - ]
Protocol: [F'F'-F' "]
Pricirity: 1 | {1is highest)

| ok || Ccancel
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9. Det er flere mater & sette opp en VPN brukertilgang i Check Point pa. Brukere kan
autentiseres direkte, med LDAP mot AD, SecurID eller ved a bruke RADIUS. Vi skal vise
hvordan man konfigurerer alle eksterne brukere til & benytte BP Code Radius Gateway ved
autentisering.

10. Ga til Manage > Users and Administrators - New - External User Profile > Match all users
Dette lager en bruker med navn generic*
: 192.168.171.1 - Check Point SmartDashboard R75.30 - Standard

File  Edit g Manage R P (e h
B Se =< ¥

T |% |"a ||-?-.l5} A | | 3£ Mobile Access I = a

=-¢2, Users and Administrators &= Firewal He

[;|.. Arccess Roles Ho. [ Hame Seur
Adminiskrakor Groups
Y Sdrminiskrakors B

cxternal User Pratiles

[+ Mew External User Profile  » IMatch by domain. ..

Templates

11. Fyll inn Comment, velg RADIUS som "Authentication Scheme” og velg BPC Radius server
definert under pkt 8. Klikk OK.

External User Profile Properties [ 2] ]

General Properties General Properties

Groups
Authentication Thiz External User Profile will apply to all users which are not defined
in the internal Uszers D atabase or any known LDAP Account Unit and

Location :
N do not match any ather External User Profile.
Time
- Encryption Esternal User Profile name: |generic” [1 Black] VI
Comment: IAII external users

Expiration Date

Expiration Date: EI-IZ-ZDSU 'l {dd.mm.yyyy)

External User Profile Properties [ 2 | x|

General Properties Authentication
Groups
Authentication

Location
Time Authentication Scheme:  |RADILS j

- Encryption r~ Settings:

Select a RADIUS Server or Group of Servers:
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12. Opprett en ny VPN gruppe (User Group)

s 192.168.171.1 - Check Point SmartDashboard

Llg R (B & |6 |

|_=_|---,2| Users and Administrators

Access Roles
Administrator Groups

]--E LDAP Groups
]--ﬁ Templates

[2
[2
-1 [
[2

- Lser Groups
]--H Users
L
----- 2, BRLABOL
Delete
Where Used...
Sart 3

Skriv inn navn pa gruppen og legg til generic* i "Selected Members” (ble opprettet under pkt

11). Klikk OK.

Group Properties - RADIUS-YPN-USERS il S

Name: RADIUSAPN-USERS

Comment: I

Colar: W Black -
Mailing List Address:

Aailable Members:

Selected Members:

generict

< Femoyve |

Show; IAII 'I “iew expanded group...
0K | Cancel

13. Klikk pa VPN communities, hayreklikk pa Remote Access, velg Participating Gateways og

legg til Check Point firewall objektet hvis det ikke er der fra far.

% 192.168.171.1 - Check Point SmartDashboard R75.30 - Standard

Manage Rules

i d A BE=a =« | YEBEEL

=]
Llsl= |l (@)

E ematedccess

- General Participating G ateways

Paticipants Users Groups will be encrypted.

Participant G ateways:

L Mabile Access I [ anti-virus | T, Data Loss Preventi
() VPN Communities E Firenall Bt |
Site Ta Site

emoke Access Remote Access Community Properties - RemoteAccess

Al the connections between the Gateways below and the

P —
@‘ dglfwi1la l

Add E di. Remave
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Klikk pa Participant User Groups og legg til (Add) gruppen som ble opprettet under pkt 12.
Klikk OK to ganger.

7% 192.168.171.1 - Check Point SmartDashboard R75.30 - Standard

Edit anage  Rules cy  Smart window  Help
— =
L] e k| | General ~  Participant User Groups ‘

= VPN Communities Participating Gateways
_ _ Participant User Group
iE] sits Ta Site Remote Access User |

=[5 remate Access
+¥i! Remotefccess

Add Patticipants Users Groups [ 7]>

o AllUsers

[——
o arp-sseen e\ BPC-LDAP-GRP

vices defined as |

Cancel
Add. Edit. Remave I_

14. Opprett firewall regel (om ngdvendig) som tillater udp/1812 (new-radius) trafikk fra firewall til
BPC GW.

Radius-to-bpcgw ) dalfwo1le [ BuypassCodeGw UDP NEW-RADIS i) accept

15. Klikk pa "Install Policy” og deretter OK.

B BEFT= RHEEL

ad 0 #
B Firewal | 525 nat | {175 | 2 application & URL Fitering | E30 Anti-spam & ail | B4 obie Acce
No.| Name Soulce Destination VPN
] BPC RADIUS GW [Rule 4]
4 Radius-to-bpoogw EE clglfwe 0l Q‘ BuypassCodeGiy Ay Traffic

Install Policy E

Installation Targets | ekwork Securit | Deskkop Securic |
it e i)

Select All Clear All Select Taigets. ..

" Installation Maode
(* |nstall on each selected gateway independently
- I | For Gateway Elusters install or al the members, ifit fails do ot instal &t al

- " Install on all selected gateways, if it fail do not install on gateways of the same version

" Revision Control

" Create database version

. Cancel | Help |
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Installation Process - Standard =100 =]

Installation T argets I Version | Network Security | (o5 | Desktop Security I
dalwiilb R7E30 D Veifing U Instaling

Progress

Werifying and Installing..

[ ] shot |
Show Errors. |

Hiniirnize: |
gz

e

Installation Process - standard =100 =]

Installation Taigets | “Wersion | Network Security | (oS | Diesktop Security
daffllb R7530 @ OK @ ok

Progress

@ Inztallation completed successfully

Close 1

iz

16. Konfigurer Check Point klienten til & bruke RADIUS ved palogging (Sites — Properties —

Settings)..

Det skal velges "Username and Password” for "Authentication Method”.

% Options

Endpoint Security"

Sites Advanced

@ A site represents the organization you want to connedl

[BP Iab

N
{3 Properties of BP lab =5
Details Settings

Always-Connect

Enable Always-Connect to allow the dient to connect
automatically to your active site when possible.

[] Enable Always-Connect
VPN tunneling

When connected, all outbound trafficis encrypted and
sent to the gateway but only traffic directed at site
resources is passed.

Encrypt all traffic and route to gateway

Authentication

Method: Username and Password -

ok | [ cancel | [ Heb
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17. Tast inn brukernavn og engangskode fra Buypass Code App’n og klikk Connect.

I Check Point Endpoint Security ‘
-_—

I&] Check Point’

Endpo“‘t Securitv SOFTWARE TECHNOLOGIES LTD.

Site: EP lab - ¥

Avthentication

|sername: bp_asmhel '
|

Password: sesnns

Concel || rep |

18. VPN koblet
"B Connecting to BP Iab. -

Endpoint Security- -/ f&1 Check Point

75%

Loading virtual network adapter

()

Detecting Proxy Configuration
Resalving site name
Retrieving site information
Checking if a client update is available

Connecting to site E|
User bp_asmhel authenticated by Radius authentication

Downloading topology il

Erfarrinn firewall nnli

£ Connected toBPlab A -

Bhdpolnt Security _/ [1 Check Point

100%

Connection succeeded

= [ ] [ Goe ]

19. Vi kan sjekke i loggen pa BP Code Manager om péaloggingen var vellykket eller ikke.

O buypass

Oversikt og varsling
TR Hendelseslogg
Auditeringsloga
Administrasjon

Brukere
Erukerted Fek: o000 [l ks 0000 [Flg

Oversikten viser hendelser siste uken. Bruk sokefunksjonen hvis du ensker & se en bestemt tidsperiode, hendelser for en bestemt
bruker, og/eller for en bestemt hendelsestype.

Administrator
T Fradato:  28.02.2013 [F Til dato: 07.03.2013 5
z;‘:s Brukernavn: Type: |ALL
palogget: S
06.03.2013  ACCESS_GRANTED bp_asmhel User authenticated CN=bp_asmhel, OU=Users, OU=BPCode,
14:03:19 DC=BPLABO1, DC=local and NAS 152.168.171.1 m

Brukers’ plassering i AD ma veere i samsvar med LDAP stien som ble konfigurert i BP Code
Manager i pkt 3.
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